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CYBER THREATS TO NGOS — RECOMMENDED RESOURCES

RESOURCES FOR NONGOVERMENTAL ORGANIZATIONS

ORGANIZATIONS WITH RESOURCES
NGO-ISAC
https://www.ngoisac.org/

NetHope
https://nethope.org/

•	 Global Humanitarian ISAC:
https://nethope.org/programs/digital-protection-and-cybersecurity/the-nethope-global-humanitarian-
isac/

•	 NetHope Data Governance Toolkit:
https://nethope.org/toolkits/data-governance-toolkit-a-guide-to-implementing-data-governance-in-
nonprofits/

•	 2023 State of Humanitarian and Development Cybersecurity Report:
https://nethope.org/toolkits/2023-state-of-humanitarian-and-development-cybersecurity-report/

•	 2021 NetHope Member CIS Controls Benchmarking Report:
https://nethope.org/articles/discovering-benchmarks-and-enabling-funding-for-the-journey-to-ngo-
cybersecurity/

•	 NetHope Cybersecurity Overall:
https://nethope.org/digital_dimension/cybersecurity/

Granitt
https://granitt.io/

CyberPeace Institute & The CyberPeace Builders
https://cyberpeaceinstitute.org/cyberpeace-builders/

Ford Foundation’s Cybersecurity Assessment Tool (CAT)
https://www.fordfoundation.org/work/our-grants/building-institutions-and-networks/cybersecurity-assessment-
tool/
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Global Cyber Alliance Toolkit
https://gcatoolkit.org/mission-based-orgs/?_gl=1*rjg5h9*_gcl_au*MTY5NjEyNzUwLjE3MDczNDA2NDM

National Council of Nonprofits
https://www.councilofnonprofits.org/running-nonprofit/administration-and-financial-management/cybersecurity-
nonprofits

TechSoup
https://www.techsoup.org/

CISA

•	 High-Risk Communities
https://www.cisa.gov/audiences/high-risk-communities

•	 Resources for Cyber Clinics
https://www.cisa.gov/resources-tools/resources/resources-cybersecurity-clinics

•	 Free Cybersecurity Services and Tools
https://www.cisa.gov/resources-tools/resources/free-cybersecurity-services-and-tools

•	 Essentials Starter Kit
https://www.cisa.gov/sites/default/files/publications/Cyber%20Essentials%20Starter%20
Kit_03.12.2021_508_0.pdf

Citizen Clinic
https://www.citizenclinic.io/

Zifino
https://www.zifino.com/ngo

Microsoft for Nonprofits
https://nonprofit.microsoft.com/en-us/getting-started

Google for Nonprofits
https://www.google.com/nonprofits/

Access Now Helpline
https://www.accessnow.org/contact-us/
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Yubico
https://www.yubico.com/why-yubico/secure-it-forward

Nonprofit Cyber
https://nonprofitcyber.org/

Security Planner – Consumer Reports
https://securityplanner.consumerreports.org/

SANS Security Policy templates
https://www.sans.org/information-security-policy/

Citizen Lab
https://citizenlab.ca/

Actionable Cybersecurity Tools Wiki
https://act.globalcyberalliance.org/index.php/Actionable_Cybersecurity_Tools_(ACT)_-_Simplified_Cybersecurity_
Protection

The Consortium of Cybersecurity Clinics
https://cybersecurityclinics.org/

The Engine Room
https://www.theengineroom.org/

Pocket Security
https://pocketsecurity.org/

Cyberlixir
https://cyberlixir.com/

RESOURCES FOR TABLETOP EXERCISES (TTX)
•	 Sophos Guidelines:

https://www.sophos.com/en-us/trust/security-tabletop-guidelines

•	 Center for Internet Security Exercise:
https://www.cisecurity.org/insights/white-papers/six-tabletop-exercises-prepare-cybersecurity-team

https://www.yubico.com/why-yubico/secure-it-forward
https://nonprofitcyber.org/
https://securityplanner.consumerreports.org/
https://www.sans.org/information-security-policy/
https://citizenlab.ca/
https://act.globalcyberalliance.org/index.php/Actionable_Cybersecurity_Tools_(ACT)_-_Simplified_Cybersecurity_Protection
https://act.globalcyberalliance.org/index.php/Actionable_Cybersecurity_Tools_(ACT)_-_Simplified_Cybersecurity_Protection
https://cybersecurityclinics.org/
https://www.theengineroom.org/
https://pocketsecurity.org/
https://cyberlixir.com/
https://www.sophos.com/en-us/trust/security-tabletop-guidelines
https://www.cisecurity.org/insights/white-papers/six-tabletop-exercises-prepare-cybersecurity-team


5

CYBER THREATS TO NGOS — RECOMMENDED RESOURCES

RESOURCES FOR PHISHING TRAINING
•	 Google Phishing Quiz:

https://phishingquiz.withgoogle.com/

•	 CISA Employee Phishing Education
https://www.cisa.gov/secure-our-world/teach-employees-avoid-phishing

•	 Cisco Phishing Awareness Quiz
https://www.cisco.com/c/en/us/products/security/email-security/what-is-phishing.html#~phishing-
attacks

•	 GoPhish Open-Source Phishing Framework
https://getgophish.com/

•	 Anti-Phishing Working Group (APWG) quarterly phishing reports
https://apwg.org/trendsreports/

•	 BBB Scam Tracker: Online Fraud Reporting and Prevention Platform
https://www.bbb.org/scamtracker

BOOK RECOMMENDATION
Cybersecurity for Business
https://www.amazon.com/Cybersecurity-Business-Organization-Wide-Strategies-Ensure/dp/1398606146
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